P [ DoublePulsarlk Ne

Shadow Brokers NSA i T DoublePulsar W a D o
Av * DoublePulsar a A @
W e ) p # v L h ) o b
L a, \ N~ SMB ROPY ™7 A
e T i~ EternalBluedEternalRomance ~ D W W Srv.sys
T SrvTransaction2DispatchTable 14 T srv.sys T W @ A
A SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented  ~ SMB SMB_COM_TRANSACTION2 N
wa [ P A DoublePulsar ~ Y b L
SMB_COM_TRANSACTION2 H ~ D bA
Ne

1. w L~ SrvTransaction2DispatchTable



3.DoublePulsar h YNsew

w oIl n
w w
Outputinstall - Wa shellcoders L »pt
RunShellcodew g
Ping DoublePulsar
RunDLL W  shellcode % DIl

RunShellcode




O3 [ P

ng |

077 ¢ Linjostall | | I"I_ ’éetu:mlfl-m'sf e tion —

(1)CheckFlag w
P Rw b N SMB_COM_TRANSACTION2 !
T Timeout A flag " 7
seﬁﬂﬂﬂ:sﬁsu?ﬂh sub_86847194 proc near : CODE XREF: start+387p
seqB@p:B6BLT1D, xor eax, eax
seqBoR:B6BLT196 mou al, cl
seqooa:86847198 shr ecx, 8
seqdpa:86847198 add al, cl
seqd@B:B68L4719D shr ecx, 8

senAAA-RARLIAA

M T timeoutv t v D 0x23A

“A1b 076058v - 192.168.0.109 192.168.0.101 485 136 T
951 192.16 192.168 S 3 s o TUS_NOT_IMPLEMENTED
15 0.011895 192.168.0.109 M8 445 1312 Trans2 ®

Mes& 33.186 seconds

~ [i1meod
Reserved: 0000
Parameter Count: 12
Pﬁramater Offset: 66
Data Count: @
Data Offset: 78
Setup Count: 1
Reserved: 00

3f c9 96 39 00 00 00 90 00 4e ff 53 4d 42 32 00
2040 90 09 00 18 07 cO 00 00 00 00 0O 09 00 00 00 00

00 00 00 08 £f fe 00 88 41 00 OF Oc 0 00 00 01
2060 ©0 00 00 00 00 00 00 TIPS, 00 00 Bc 00 42
99 00 00 4e 00 01 00 De 00 Od 00 00 0O 09 00 0O

90 00 00 00 00 00 00 00 000 25 1 7 e




b D " b
D w
0x23 Ping”’
0x77 Y
0xc8 W shellcode




SESSION_SETUP Dataw % shellcodeA
9 n

a. shellcode ~ D T A
g s e e — Canry pesees ey
seq000:85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+ 1
seqBaB: 86847 BBC moy eax, [eax+4]
seqBAA:B6847 BBF _ 2 ] EF. :
y— EaX, [emx+1va]
b.Ne W p “ shellcode [ v ’ shellcode’
o v shellcode” A
seq0B0:86847 BCE mou  eax, [ebp+2Ci]
o A }.lmuu.‘n.w.n. . mhaeed T nonLIarn .
P BRA<AHBETHBS - T

L pn 86857 A0S,
L naa-pags7enn -

i i N ST =diaes= fliocate bubter
11!. CEERCTEREE) S :
A AR T ——

-nn8 4T HES

Ak
i i | il ; decrpyt data




C. G Rundllw D shellcode” Qv IDT 0 ntoskrnl.exe Ty

IDT B 6 ntoskrnl.exe T A B [PE "H N F T
0 P A
-.rﬁl:lﬂﬁ:ﬂﬁﬁF'JlEﬁ now [edi+Dhh], eax
0B 6 RED DEL e i LAt miE Gl
imm R i
T Wy, TR

i R e
mnnﬁ[ﬁumuHﬂﬁﬂiﬂEiiiiiiiiiiiiiiiiiﬁﬂ---iii-ﬁ-iﬁ"

LT e SR L il
= T TR NEN
i, A3 Tk Sl
e 5
e 5 loe ROAEDERY: ¢ DOTE RREE: suh BSEFMDLESZRT) L
5 = now [edivuCh], aax T
o3 ] hoy ey qax b= kY
e T fia ey bf.*f.‘ilﬂﬂll'dl LT
- S . . ') wih hse ———]
R
d. Z PID | - h 7 W Isass.exe”™ A
seq000:866F933B push esi
segB@n:B66FP33C push ecx
seqBfn:B66FP33D call dword ptr [edi+36h] ; PsLookupProcessByProcessIid
seqBBe:B66F2348 test eax, eax
seqBOB:-866F9P342 jnz loc_B866F93CE
seqOfB:-866F 2348 nov esi, [edi+ 1
seqBlOB:-866F9234B now ebx, [edi+ 1
ceqfff:B66FP351 mow eax, [esi+ebx]
seqOff:B66FP35Lh cmp eax, 2
seqBfn:B66FP357 j1 short loc_866F93C6H
segﬂﬂﬂ 866F9359 pu5h esi

rlu‘g_ﬂ b TEAs Gk

e.H APC [ h A
P Y TR e AL S L ad L
seqABA:B66F92CE sub edx, eax
seqARR:BGGF92D6 ; ‘P
SR BRRIRA6FYLDS
SERAIAGAAERZNA_
seqARAIS66F920E
TosmmResssmansa B L LR T I
el 8G4FY2ES
senBE6:866F92ED
seqiul:844F92EF

o von aageye
B06F92F L seqiog;

sy mme L ¥
ELUPRBEE Bh T i
seqURN:BAGF92FA
e BGGF 92FL
seqifh: 866 9352
pc seqHRR:BA6F9IA3 ; Helnitializen
senARA:84AF 9306
senBRR:B66F93A8
Sy HEIE 2GR 70 fin
. EEnNARA:BAAF9AAL
Segﬂl]l] 866F9312 PRk R T g RTTTUA AT L] TS
seaB00:866F2315

(DUninstall w *




Bw OX77 ¢ " M A Twy 1 &k

SrvTransaction2DispatchTable A
S
Eegﬂaﬂ:sﬁsuﬁm sub_868471B¢  proc near ; CODE XREF: start:loc_868470a1Tp
enA0A-RARLTIROD nunsha

g W A SrvTransactionNotImplemented - HIE YW
T w MID v A

; CODE XREF: start+5uij
CURIAT

tery e

B ————D e
e W
——————————————————————————————————————————————————— sy B BERE7 TS

Segdih 8847144
SPOAAA:EARLF 148 Toc_86847144:
nARAIBARLZ 1LY

; CODE XREF: start+s17j

—_— ; starts7FTj ...

————————— CODF—REF :—star t+0845
. 36h ; '0°
ort $+2

e CODE XREF: start+FAij

—; startsFETj ...

:..—.,m.wm
; CODE RREF: starts247j SR A .
£, [ehps10h] SeNARA:RARAZISS may e3
sp+2Bh+var_Uu4], eax SRANA:BARMTAGE moy [e
SANARA:RARLTISE popa
ord ptr [eax+3Ch] ; jmp old_SrvTransactionNotImplemented 5 P Jjmp du
=PRRRRABLZIND. ;
=enfAl-RARLTIAR
/1 M1 D+0x30 ’
T o e = - 7 RITIEUS [RUR] EE AUR—3370 63000 Leno
‘ l 1317 Tranc? . Ramun:l I(CCT“N cCTiD ‘ | e — .~ e e eue ks I
T - PP
or: STATUS_NOT_IMPLEMENTED SR h ~ P A e 93 Trans2 Response<unknown>, Err
| === = TP S [ICP sommonic of g roassomh.lod
| e L e ISV LICD sogmonic of o poassemhLod
xcB@7, Unicode Strings, Error Code Type, Security Signatures, Ex Process ID: 65279 > Flags2: @
D High: @ User 1ID: 2048 Process T

__________ 1tiolex TD= 66 ...
. ~ T = 2inZ

Multiplex ID: 82



G Venuskye n

Qo

VenusEye n t HLF 3 n
Ne “h Y n Hp a a
Ne ~ L F 3  Ne A W w * v
(Y \ D A - L Ne ~ FF 3 Ne a ¥f3

Ty _ L TA

IR AT VY L ow Dp hz " Ta
é Hedwig Ne 1 aé Locky Dp Ne 1 ae
Ne lae 3 18 )

1 ae Sage20 I, H 1 aerFr Dp
H 1 a é Office Oday Ne 1 aeée 2016 Ne 1

MMF 3 n Ne v Y A

ENEHERELRSERBMAT

VenusEyezz 2Bk 3 63\ 1;}’1'. ;E ﬂ:l:

|ER (Pt

Z)IIOILZAARH I 71+




