" ” NSA

NSA EternalRocks
“ "% wannacry” MS17-010 SMB
7 NSA EternalBlue EternalRomance Eternalsynergy
EternalChampion Smbtouch Architouch DoublePulsar “ wannacry”
NSA “ ! NSA
EternalRocks MS17-010 SMB EternalRocks C:\Program
Files\Microsoft Updates Updatelnstaller.exe
.net TaskScheduler and SharpZLib

svchost.exe
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[%] Building exploit buffer
[*] Sending all but last fragment of exploit packet

[*] Sending SMB Echo request
x] Good r

[+] Sending SMBU2 buffers

[+] Sending large SMBul buffq
[+] Sending final SMBu2 buffq
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[*] Sending SMB Echo request

==

2. (EternalRomance)
Windows XP  Windows Vista Windows 7 Windows 8 Windows 10
Windows 2000 Windows 2003 Windows 2008 Windows 2012
Windows XP(SPO~SP3 32 SP1~SP2 64 ) Windows Server 2003
SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2

Windows
XP



EternalRomance DoublePulsar
DoublePulsar shellcode
(Eternalsynergy)
Windows 8 Windows 2012
Windows 8 64 Windows 2012 64
Windows 8 Windows 2012

64



mote SRU module
CONMNECTION struct at:
bal data pointer:

UXFrrrrssuubuEed Ly

can be used to verify

OxFFFFFA8S01A942520
OxFFFFF88006OEGFAD

[*] Attempting to find re
[+] Reading from
[+] Found SRU glo
i —
ispaicn lapie at

L I

[*] Beginning quest for executable memory. ..
[+] PreferrediorkQueue: FFFFFAS01ABSA100
[+] IrpThread: FFFFFAS01ABE4880
[+] KProcess: FFFFFA8018C88040
[+] ProcesslListEntry.Blink: FFFFF802834D2C80
[+] Searching backwards. .
[+] Base of Nt: FFFFF80283201000
[+] Found RWX memory!!! FFFFF80283472000

[*] Copying code to target
[*] Backdoor shellcode written
[*] Triggering stub allocator
[+] Backdoor function pointer overwritten
[+] Cleared RWX region
[*] Triggering DOUBLEPULSAR installer
[*%] DOUBLEPULSAR should now be installed. The DOPU client
installation.

[+] Plugin completed successfully
[+] Contract: StagedUpload
[+] ConnectedTep: FFFFFFFf
[+] XorMask: B¢
[+] TargetOsArchitecture: x64

Eternalsunernu Succeadad

Eternalsynergy DoublePulsar
DoublePulsar shellcode
4. (EternalChampion)
Windows XP(SPO~SP3 32 SP1~SP2 64 )  Windows Server 2003
SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2 Windows 8

EternalChampion
shellcode

DoublePulsar



[*] Connecting to target
[+] Connection established

[*] Initializing SHMB connection
[+] SMB session established
[¥] SHEB Setup compiete

[*] Attempting information leak (sync)

_  Ix1 Sending shellcode to taraqet
L+] successfully sent

1 Preparing to exploit...
1 Let the races begin!

] Competition 1:
4 attempting++++
4 qualified for the finals

[ P

-

%1 Competition 2:
4 artlempllhg++++
4 qualified for the finals
None won :(

[*] Competition 3:
4 attempting++++
4 qualified for the finals
None won :{

1. EternalRocks
NSA
EternalBlue TCP_NSA_EternalBlue_( )_SMB
[MS17-010]
TCP_NSA_EternalBlue_( )_SMB
_shellcode
TCP_NSA EternalBlue ( )_SMB
(win7/2008-x64)
TCP_NSA EternalBlue ( )_SMB
(win8.1/2012-x64)
EternalRomance TCP_NSA_EternalRomance_( )_SMB
[MS17-010]
EternalSynergy TCP_NSA SMB shellcode
EternalChampion TCP_NSA_SMB shellcode
DoublePulsar TCP_NSA_Windows_SMB_DoublePulsar
2. MS17-010

https://technet.microsoft.com/zh-cn/library/security/MS17-010



